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METHODOLOGY FOR DEVELOPMENT OF A  SUPPLY CHAIN SECURITY RESILIENCE SYSTEM
ABSTRACT:
The scope of the present paper is to present the key elements and steps of a methodology that assists in the development of a supply chain security resilience system. The core of the methodology is the identification of the required elements of a pre-standardisation framework for Supply Chain Resilience Management System services standard adapted for the critical industry sectors. The paper tackles internal sources of risks of disruption in the supply chain activities so that catastrophic events, like terrorist attacks can be addressed without having to resort to disaster recovery and business continuity plans. The paper addresses both the challenges and enhances established management strategies and operations management practices. The methodology contributes to the development of best practices facilitating business to achieve a more efficient organisation, thus creating and delivering better value to customers and shareholders. 
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1.
INTRODUCTION

The supply chain is made up of a number of operations, beginning at the production site and ending at the cargo’s point of delivery, and the processes accompanying them. These operations are interdependent, as are the operators which carry them out. All the individual elements, including the flows of information, have to pull together to ensure high levels of security along the entire supply chain.
Supply chain resilience refers to supply chains as network systems and defines their ability to return to their original state after being disturbed by sudden event like terrorist attacks. One small failure in the supply chain can have detrimental results for business and in various ways for the general public.

This is the reason why it is important to counteract the vulnerability of supply chains and find the best possible ways to make them more resilient and secure. It is therefore essential to identify those management best practices and harmonised counteract measures that could be useful for resilience implementation in a number of critical sectors supply chains. Through such identification it is possible to increase awareness of the supply chain vulnerability and develop approaches that will enable organisations, large and small, to increase the resilience of their own supply chains.

The present paper presents the key elements and the related processes of a methodology that aims at the creation supply chain security resilience system. Within this, a critical element is the identification of the required elements of a pre-standardisation framework for Supply Chain Resilience Management System services standard adapted for the critical industry sectors. Thus, it is expected that it could be achieved the facilitation of the integration of existing results from industry and academia in supply chain resilience and make them applicable for the critical industry sectors. Such an optimization can be realised by examining both the management system aspects and the realities of regulations and law enforcement in particular in the European context.
Furthermore, the paper seeks to facilitate the integration of existing results from industry and academia in supply chain resilience and innovate with respect to the resilience management best practices applicable for the critical industry sectors (Fink, 2006). 
2.
STATE OF THE ART
One can define the supply chain as a network of activities, organizations and their linkages involved in producing and delivering a good or service to the ultimate consumer. The term resilience on the other hand refers to the supply chain as regards networks systems and defines their ability to return to their original state after being disturbed. Supply chain resilience is a new, still developing area being recognized though by academia and industry. 

Today there is a real need for resilience thinking in supply chains. In fact, as supply chains become more complex as a result of global sourcing, supply networks disintegration/ fragmentation, and also the continuing trend to “lean down” operations, the supply chain vulnerability to disruption risks increases and hence the need to mitigate those risks (Rice et al, 2003). Natural disasters, industrial disputes, terrorism, war in Middle East have all resulted in serious disruptions to supply chains activities. In these situations, “business as usual” is often not an option (Tsay et al, 1999). 
Figure 1 provides an overview of the current thinking of management today in terms of supply chain resilience (Sheffi, 2005). In fact, in some cases a company can implement supply chain resilience techniques, thus ensuring that crisis management and business continuity become last resort processes, necessary only in the case of the most difficult disruptive events (Lee et al, 2003). 
The supply chain resilience management system should be able to:

· efficiently enhance both security and response capacity to disruption

· have maximum usefulness for the organizations in the supply chain

· permit planning, design, implementation, reporting and training

· answer different levels of risk exposure

· service different levels of organization response and different categories of users in the critical industries sectors

· have applicability European-wide and also worldwide

· cost effective in implementation

The research in supply chain resilience is headed towards the reinforcement of the competitiveness of the European security industry. There have been a number of relevant initiatives on the subject, such as the work conducted at the MIT Center for Transportation and Logistics (CTL) in Cambridge, Massachusetts, USA and its consequent collaboration with the Zaragoza centre in Spain. The project “Supply Chain Response to Disruption” started in late 2001, motivated by the 9/11 attacks with the intent to understand the impact of disruptions such as terrorism on supply chains. Additional initiatives are also Projects and Supporting Activities granted by the E.C. such as:
· “TERASEC” (Remote detection of hidden weapons and explosives): The project presents a credible technological solution to the problem of detecting hidden weapons and explosives (even at a distance) and biological and chemical weapons in parcels and envelopes during transport. The project also contains technology which is valuable in non-defence applications, e.g. in product and quality control (TERASEC, 2005).  

· “CRIMSON” (Crisis Management System): the project enhances the response capability and crisis management. It is multi-purpose and user-friendly, ensuring its wide use. Furthermore it has added significantly to European competitiveness in the topic area of simulation (CRIMSON, 2004)
· “VITA” (Protection of Critical Infrastructure): The objective of the project is to provide a proof of concept for the protection of Critical Infrastructure (CI). It proposes methods to create awareness and a sense of urgency for CI Protection within European communities. The project will provide a functional demonstrator for a key infrastructure problem (VITA, 2005) 

· “CREW” (Early warning system): The aim of the activity is to specify architecture for a crisis management early warning system (CREW, 2005). 
· “GEODATA”– study of crisis management early warning system using geospatial data and development of GeoTooBox.
According to Commission Decision (COM (2004) 72 final): “The challenge facing the EU25 is to adopt and prosper within a changing environment”, security being one of the major changing factors affecting society and economy. The supply chain resilience is one of those critical elements to be considered and included in the future European security culture characterising society, economic activity and supply chains.

Under the European Common Foreign & Security Policy (CFSP), the Commission is fully associated with the Civilian Crisis Management actions comprising also civilian emergency assistance, food security and also rehabilitation (E.C., 2003). The supply chain resilience standard would insure the private critical industry sector support to the Commissions emergency and transitional relief measures and instruments. 

3.
METHODOLOGICAL FRAMEWORK 

3.1 Activities considered
The methodological framework entails a range of activities intended to provide a comprehensive assessment, tools and references for analyzing and then developing resilient planning systems, implementation plans and operating systems for the EU business community (Lewis et al, 2003). This work will include operations and functions as these activities are central elements in delivering/executing a company’s competitive strategy. The elements are presented below:

Vulnerability Assessment: This activity entails developing a framework for assessing firm vulnerability, considering the range of vulnerabilities as suggested in Figure 1 (Elkins, 2006). 

Response Assessment: This activity entails developing a plan to address disruptions that result in one of the defined six failure modes, as presented in Figure 3 (Rice, 2003). Interestingly, while there are many sources of disruption, there are a limited number of ways or failure modes- that result from the disruption. Given this, there is great leverage possible from focusing on building supply chains that can respond to the limited number of failure modes.

Scenario Development: To further understand how supply chains can respond, a series of potential scenarios need to be developed outlining possible disruptions, therefore illustrating the need for resilient systems. Additionally, this work may also entail testing system resilience for various types of disruptions and various failure modes.
Case Development: This activity includes the development of business examples into illustrative case examples. These cases follow the productive approach utilized in the MIT Supply Chain Response to Terrorism/Disruption Project whereby semi-structured interviews were conducted among leading practitioners. 

Analysis and Synthesis: This step of the methodology includes the collection and analysis of the required data and the development of instructive frameworks for creating resilient systems, and ultimately a Resilience Standard.
Implementation: This activity entails developing a plan for implementation, taking into consideration infrastructure development, culture creation and system structures that ultimately will affect potential success. The outputs here will entail the development and application of a new standard across businesses that can comprise supply chains. Given that the resilience of the supply chain will be limited by the resilience of the least resilient organization, this will require high degrees of coordination and collaboration, potentially also the need for new coordination and collaboration structures and systems.
It must be highlighted at this point that the supply chain is made up of a number of operations, beginning at the production site and ending at the cargo’s point of delivery, and the processes accompanying them. These operations are interdependent, as are the operators which carry them out. All the individual elements, including the flows of information, have to pull together to ensure high levels of security along the entire supply chain.

The final step of the methodology includes the development of the elements for the Supply Chain Resilience Management System (SCRM) services standard. This entails an industry-specific assessment of both the management system aspects and the realities of regulations and law enforcement in particular in the European context.

3.2
Methodology

The methodology is realized in stepwise process, and includes the following steps:

· realisation of a guide of good supply chain resilience practices

· testing/ analysis of different threat scenarios

· identification of the supply chain resilience harmonisation needs

· identification of further research needs in the domain of Supply Chain Resilience Management System

· editing of standardisation business plan

The detailed contents of the steps are:
Step1
The starting point of the proposed methodology comes from a clear identification of difficulties, which can be of a commercial nature, or of a societal nature, or a mix of the two including any significant and lasting challenges. The challenge is the vulnerability of supply chains within the critical industry sectors impacting everyday life and society. The operational and strategy elements of the supply chain include factors such as:
· Operational including

· Shipment visibility

· Inventory management

· Knowledge and process backup

· Strategic (Resilience management)

· Security measures

· Relationship with the suppliers

· Collaboration with the authorities - Public-private partnership

· Risk management

Step 2

Organisations and groups facing several difficulties can form the priorities. The various facets which should lead to the solutions are analysed, while the fishbone of the methodology will include further research and standards containing harmonised requirements, possibly backed by testing methods. The specific aspects that are considered are:
· operational versus strategic(planning) aspects

· operational aspects: purchasing; order and inventory management, production planning and control; customer service

· strategic: reengineering/restructuring, resilience culture, visibility

· flexibility versus redundancy

· levels of responses correlated to risk exposure

· internal versus external issues

· re-engineering; collaboration; agility; culture

· business continuity planning

· security vs resilience

Step 3

The third step of the methodology is the creation of various scenarios in order to identify events that may potentially damage supply chains an also analyse their impacts and various ways to mitigate the risks. Real world supply chain constraints are taken into account.
Step 4

An exhaustive review of case studies mentioned by the existing academic and industrial literature, related government policies and regulations as well as related industry standards and practices will be performed. 

Step 5

This step focuses on the high impact areas, combining the findings from literature review with the created scenarios, followed by the development of a framework for Supply Chain Resilience Standard. High impact areas, consist of producers, processors, manufacturers, transporters, distributors and retailers and support the production and delivery of an essential product or service, including food retailing, oil and petrochemicals, pharmaceuticals, packaging, electronics, transport services and the distribution of automotive spares. 

Step 6

The implementation aspects and implications in terms of time, costs, etc. are studied and in parallel user input and feedback are collected, also from the standardization bodies, to eventually develop the supply chain resilience management system. The system should be able to:

· efficiently enhance both security and response capacity to disruption

· have maximum usefulness for the organizations in the supply chain

· permit planning, design, implementation, reporting and training

· answer different levels of risk exposure

· service different levels of organization response and different categories of users in the critical industries sectors

· have applicability European-wide and also worldwide

· cost effective in implementation

Step 7
The standard business plan will contain minimum requirements for all the individual links in the supply chain and specific technical rules. The analysis will be identified in four groups of activities, each of which has its own security-relevant characteristics:

· preparation of goods for shipment and shipment from the production site

· transport of goods

· forwarding of goods

· warehousing, storage and inland terminal operations

4.
APPLICATION PROCESS
The methodology presented in the previous paragraph  3, describes the main steps that have to be followed for the identification of the required elements of a framework for Supply Chain Resilience Management System services standard adapted for the critical industry sectors. 
Companies and operators may use the methodology to scan their supply chain and identify whether all elements of the steps are present. In case one or more elements are missing, then an assessment of security and market implication is necessitated depending on the individual strategies and policies of the specific company. It must be highlighted that if an action is considered to be critical, then the resilience management activities have to be evaluated and additional elements need to be added. 

In the present paper, the followed process for the application of the methodology is presented, It does not include a specific numerical example, but it demonstrates the the elements of each step of the methodology and their interactions. These are depicted in Figure 4, which can be used to guide the user in the application of the methodology.  

5.
CONCLUSIONS 

The present paper recognises the importance of being able to counteract the vulnerability of supply chains and find best ways to make them more resilient and secure. The methodology for the development of a supply chain resilience system constitutes the basis for the introduction of a standard. This identifies those management best practices and harmonised counteracting measures that could be useful for implementation in a number of critical sector supply chains. These concern the supplier and the customer, as well as the transport operators. Through such identification it will be also possible to increase awareness of the supply chain vulnerability and develop approaches that will enable all organisations, from the largest to the smallest, to increase the resilience of their own supply chains.

The development of a Supply Chain Resilience Management system is useful for different categories of users, while it contributes to best practices and standardisation needs. Firstly, the critical industry will be able to better understand the level of disruption risks they are exposed to and plan accordingly. Secondly, the research is aimed at management consultants who can use the resilience practice techniques to provide commercial services. Thirdly, it serves management schools that may update their strategy, operations and supply chain research agenda and management courses curriculum with the new views.

The supply chain resilience is intervening in strategy and operational elements of the organisation. On the strategy side it intervenes in the long term security planning and restructuring. On the operational side it intervenes in purchasing, orders and inventory management, production planning and control and customer services. Eventually, the Supply Chain Resilience Management System can achieve a more efficient organisation, creating and delivering better value to customers and shareholders.

Moreover, inevitably, in a world of increasing complexity and uncertainty, resilience becomes a key competitive factor where the drivers of business resilience include essential business competitiveness attributes like: foresight, adaptability, agility, diversity, safety, security, strategic alliances and resource efficiency. Being able to capitalise on these resilience attributes may characterise long term business sustainability.  

The present paper is addressing broader EU vulnerabilities related to economic security. Given that today’s global supply chains entail many physical movements across multiple parties from global sources to global customer locales with high precision, disruptions can easily occur. Without significant inventory on hand to offset €potential disruptions, companies are faced with the increasing likelihood that the economic livelihood of the region will be at risk. 
REFERENCES

Elkins, D. (2006), “Managing Enterprise Risks in Global Automotive Manufacturing Operations”, General Motors R&D, Manufacturing Systems Research Lab.
European Commission, 2006. Regulation of the European Parliament and of the Council on enhancing supply chain security COM(2006)79 final. 

European Commission (2003), “Conflict Prevention and Crisis Management Unit concerning Civilian instruments for EU crisis management” Public Document.

Fink, C. (2006), Antiterrorism Security and Surface Transportation Systems: Review of Case Studies and Current Tactics, Transportation Research Record 1822, Paper No. 03-4495
Lee, H.L. and Wolfe, M. (2003), “Supply Chain Security Without Tears,” Supply Chain Management Review, Vol. 7, No. 1.

Lee, H.L. and S. Whang, (2004), “Higher Supply Chain Security at Lower Cost: Lessons from Total Quality Management,” to appear, International Journal of Production Economics.

Lewis, B., Erera, A.L., and White, C.C. (2003), “Optimization approaches for efficient container security operations at transhipment seaports”. Transportation Research Record, 1822.

Lewis, B., Erera, A.L., and White, C.C. (2004), “Supply chain inventory impacts of transportation security measures and disruptions”, Working paper, The Logistics Institute, Georgia Institute of Technology.

Martha, J. and Subbakrishna, S. (2002), “Targeting a just-in-case supply chain for the inevitable next disaster”. Supply Chain Management Review, 6(5).

NCTA. The 9/11 Commission Report. Final report, National Commission on Terrorist Attacks upon the United States, July 2004.

Sheffi, Y. (2001), “Supply chain management under the threat of international terrorism”, The International Journal of Logistics Management, 12(2):1.
Sheffi, Y. (2005), “The resilient enterprise”, MIT Press., p 64.

Tsay, A.A., Nahmias, S., Agrawal, N. (1999), “Modeling Supply Chain Contracts: a Review”, in Tayur, S., Ganeshan, R., Magazine, M., Quantitative Models for Supply Chain Management, Kluwer Academic Publisher, MA.

Toshihiro, N. and Beaudet, A. (2000), “Fractal Design: Self-organizing Links in Supply Chain Management,” in G. Von Krogh, I. Nonaka and T. Nishiguchi, eds., Knowledge Creation: A Source of Value, London: Macmillan.

Rice, J.B. (2003), “Supply Chain Response to Terrorism: Creating Resilient and Secure Supply Chains Interim”, Interim Project Report.

Rice, J.B. and Caniato, F.  (2003), “Building a secure and resilient supply network”, Supply Chain Management Review, MIT Institute of Technology, Centre of Transportation and Logistics.
Zsidin, G. (2001), “Measuring Supply Chain Risk: an Example from Europe”, Practix, Best Practices in Supply Chain Management.
Internet Links
International Maritime Organization, Web site, 2004. Online at http://www.imo.org 

Organisation for Economic Co-Operation and Development, “Security in Maritime Transport: Risk Factors and Economic Impact,” Maritime Transport Committee report, 2003. Online at http://www.oecd.org/home.

U.N. Conference on Trade and Development Secretariat, Container Security: Major Initiatives and Related International Developments, 2003. Online at http://www.unctad.org 


[image: image1.emf]
Figure 1: Disruption impact profile (Sheffi, 2005)
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Figure 2: Firm Risk Portfolio (Elkins, 2006)

Figure 3: Failure Modes Supply (Rice, 2003)



Figure 4: Diagram showing the different steps of the methodology and their interdependencies
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FAILURE MODES


Loss of capacity 			plant is down, inventory theft


Loss of transportation 		mode, infrastructure failure


Loss of supply 			bankruptcy, quality failure


Loss of human resources 		strikes, deaths, unavailable


Loss of communication 		telephone lines down


Loss of demand 			customer bankruptcy, quality failure
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